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SJBJTCTs Proposed NSC Directive for OcctTmicatxoas Security 

1. The FtopertBMBt of Defense att&ers of the CGP2SKC Ad .Joe 
Corr&ttoe agree that mat of the directive, u drafted cm 
3 July 1953, is practical and workable and with mxm mL nor revisions 
will constitute an adequate foundation for organising and conducting 
ti*B I* S. ca-iSBC effort* in accordance with the f reeidantlal 
Hanorcuictsa, an a national scale* However, there arc a fow points 
which, in the interests of oonvaying the irrtmt of the *iSC and 
perv rol clarity, should be reworded* It la abroad that the intent 
of the President's M— aaandai of 2it October 1952 is to take the 
stupa nocossszy to oatatoliah, within the liaita of practicability, 
a single technical agency aapowered to act for the goveornsaont in 
the field of CGI 'BSC and a policy-eaaking board to guide this 
technical agency end to aneore the oooporetion of the executive 
dopartmanto* This draft acconplisbe* this initial and boeic task 
quite voflll and needs only mam final touching up to boooae a 
finis! tori and usable last moon t* 

2* SpocdLf icaHy, it is ree ewaanded that tho changes as shown 
in the Inclosure heseto bo taade in the 3 July 1 953 draft of the 
rnc nirectivo. 
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DEPABSmai OF D&EN52 CHAH2E5 TO PROPOSED .'JSC DHBCTIVE ON GGSSEC 

v 1. Qu page 7. line 15 - la paragraph 2b- after the phrase, "depart- 
ments and agencies of the gover nmen t" add "and to adjudicate disputes arising 
from decisions of the Director, 3SA". 

Season - Insertion of this phrase provides the departments mod agencies 
with additional protection by providing a naans for appealing technical decisions 
of the Director, N3A. 

v 2 * Cm page 3. lines 9 and 16 - In paragraphs 2 c (l)(a) and (b) respec- 
tively - delete the phrase "Subject to review by the Board in the event of dis- 
agreement". 



Rea seal - The appeal procedure given in paragraphs 1 g and 1 h on 
pages 5 and 6 together with the change given above makes this phrase unnecessary 
now. 



3. On oage 3 . lines 10 and 17 - In paragraphs 2 c (l}(a) and (b) insert 
the word "Prescribe" at the beginning 

Reason - Cryptosecurity requires strong cryptoprinciple and proper 
procedures for their use. Determination of strong cryptoprinciples and pro- 
cedures requires thorough and continuous cryptanalysis and utilises lessons 
learned from 3tudy of foreign ccassunicaticns This can be done effectively 
and economically only by centralising ooth the study of foreign cceszami cations 
and the authority to determine crypt oprinciple 3 and urccedures in one organisa- 
tion Central! aed. and absolute control over the cryptoprinciple3 incorporated 
or to be incorporated in equipment or crypto aystess is essential to assuring 
the adequacy of cryptographic systems ami high and uniform standards of com- 
munication security as directed by the President This control involves (1) 
nrescribdLng principles and procedures for new equipments and systems; (") pro- 
scribing technical improvements when existing equipments and systems are found 
to 00 weak; (3) reviewing and approving all existing equipments and systems to 
insure the soundness of the principles and procedures used Prescriptive author- 
ity is necessary to exercise this control. Without it there is no means of pre- 
venting a department from using a weak principle which could be solved by an 
aneny and lead to the solution of stronger principles used by other departments. 

4 On rare 9. line 6 - paragraph 2 c (l)(d) - Reword paragraph as follows: 
“Under policies promulgated by tho Board and subject to the exception granted 
the Director, Central Intelligence Agency under NSCID No. 5, conduct and co- 
ordinate the conduct of liaison on technical CC5BSC and related matters with 
the cryptologic agencies of foreign nations and international organisations". 

Reason - This clarifies the '‘technical" nature of the liaison over which 
NSA should have cognisance and should conduct under Board policies. Further 
dose, working level liais o n is essential to obtain maximum eccncey and efficiency 
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in prov i ding and exchanging COKSSC materials involved in protecting US-UK and 
SATO cocEurd. cations. 

5 On nape 9. line 13 - paragraph 2 c (l)(e) - substitute the word "Board" 
for the words, "respective departments and agencies" and in lira 16 substitute 
words, "tbs departments and agencies" for the word, "tharf 7 . 

Besson - The Director, dSA is guided primarily by the policies of the 
Board. It would be impractical mod confusing for him to attempt to operate under 
the nunoroua and probably conflicting policies of the various departments. Since, 
previously, the Director, NSA has provided technical information and the depart- 
ments have done the actual training of operating personnel, this change makes 
the paragraph consistent with practice and with the rest of the directive. 

6. On mm JU). line 2 - paragraph 2 c (l)(g) - delete phrase "subject to 
approval by the Board" . 

Reason - Approval authority over long-range* plans for CCJBSu is vested 
in the 3oard in paragraph 1 e (4) on page 5* It i3 not considered an appro- 
priate assignment of responsibilities and authorities to require the USCS3 to 
review continuously tbs details of tbs implementation, of plans previously approved 
by it. 



7. On page 10. line 5 - paragraph 2 c (l)(g) - delete phrase "consisting 
of projects of comon concern which can be more efficiently accomplished centrally" 
on rage 10. Una b delete phrase "and coordination with" and insert "approval oy" 

Reason - In order to encourage the generation of ideas having potential 
CGSB33C value and to assure taeir early and effective exploitation, authority and 
responsibility for C QSSSC research and development should be contrail zed, and 
active participation by all 1CSS53C users should be encouraged. The organisation 
responsible for prescribing cryptoprinciple3 and crypt osecurity procedures should 
be assigned cognizance over the national G0IB3C research and development program 
in order to assure effective utilisation of the limited research and development 
personnel and facilities of the various departments and agencies. It should 
not 30 restricted to "projects of carman concern" if the overall C0&S3C program 
is to be effective in assuring a satisfactory state of security. Far efficiency 
and economy it is essential to national security that the government maintain 
continuously an integrated CQK3DC research and dsrrelcpanant program, rather than 
merely "review and coordinate" a diversity of such programs. 

3. On page 10. line 14 - paragraph 2 c (l)(h) - Delete the phrase "insofar 
as practicable" and in line 15 - after the words, "the ccaapatibAlity" arid the 
words, "and insofar as practicable, the standardisation". 

Reason - The compatibility of crypto-equipments is essential to inter- 
oorammi cation. Although different coalitions call for different shapes and con- 
struction, crypto-equipment a designed far the sane general communication purpose 
must bo able to mark together. Standardization of techniques, parts, ami mater- 
ials to the greatest extent possible consistent with the intended application 
of the equipment will help reduce costs and will simplify usage. 
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9. Oo reae 11. line 3 - paragraph 2 c (l}(l) - Delete the words "only on 
a reimbursable basis" and substitute the words "an a fiscal arrangement as 
mutually agreed with the departments and agencies". 



Season - The provision of C0H5BC materials and technical assistance 
to the departments and agencies is a basic service of the Director, NSA. In 
order to be able to provide this service in the simplest, most direct, and 
satisfactory manner possible, the specific financial arrangements should be 
flexible as far as this directive is concerned. The change proposed opens the 
way for different but mutually satisfactory arrangements b etwee n the Director, 
MSA and any individual department or agency. 

10* 0a pace H - Aid new paragraph 2 c (l)(j) to read "The Director, N3A 
is responsible far insuring adequate capacity for and providing technical 
criteria for producing crypt aaatarial to meet logitimta requirement a. Nothing 
in this directive shall be construed as precluding the Director, HSti from pro- 
ducing, printing, procuring, and modifying cryptooatarials to meat the require- 
ments of the departments and agencies or from budgeting for the conduct of Ms 
activities” . 



Reason - The President’s I'JsEorundum requires the satisfaction of 
legitimate requirement 3 . In order to assure teat there are operating facilities 
and technical criteria adequate to do this and to oe better prepared to meet 
tbs demands of a ajobHiaation it is essential that the Director, -ISA oe 
specifically authorised to engage in these activities. The present cryptomtorial 
production facilities Including special and unique machinery and a staff trained 
and skilled in its use mat be kept in operation for the security of the nation. 
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SUBJECT t :6C Directive on COHBEC 

1. It la the considered opinion of the undersigned that para- 
graph 2a of the extant draft eetafalishee an arr«ngea»at which should 
be avoided b / the Secretary of Defense and consequently should be 
objected to. 

2. In the CDMXUT directive the Department of Defense io made 
Executive Agent of the GcveartMent* This draft proposes the Depart-* 
"»at of Defense as Executive Agent of the United States Conaunica* 
tAons Security Board. 

3. This, It seeae to me, creates a parade* in that the Secretary 
of Defense as titular head of t be Executive Agent becones etflserflinete 
to the Hoard, an organisation which in tarn 1* subordinate to hia ae 

a TMn&er of tha Special Co'wdttee, artl which in ite iwmberehip, 
includes on© of his own subordinates, Thus wo find the Secretary 
subordinate to a subordinate to hisself* 

h» In order that unifornity of organisation between COTTOJT 
end CQJ55EC w/ be Taaintained without confusion and to establish the 
Secretary of Defense on the sea© level as the Board with respect to 
the Special Casmdtiee* it appears meet desirable to retain and utilize 
In this CCK3EC directors the e*ae rolatlonehip as used in the OCKIJir 
directive, i.o.i The Dapartmnt of Defense Is designated as executive 
agent of the roverneeot f oar all oorsmnloation security natters. 

leepectfully, 



AiysSD 3, riAflCT 
Colonel, IS Amy 
Deputy Director 
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